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In Detail

Security is a major concern, in particular now that everything is moving to the cloud. A private cloud is a
cloud computing platform built on your own hardware and software. The alternative is to deploy the services
you need on a public cloud infrastructure provided by an external supplier such as Amazon Web Services,
Rackspace Cloud, or HP Public Cloud. While a public cloud can afford greater flexibility, a private cloud
gives you the advantage of greater control over the entire stack.

"VMware vCloud Security" focuses on some critical security risks, such as the application level firewall and
firewall zone, virus and malware attacks on cloud virtual machines, and data security compliance on any
VMware vCloud-based private cloud. Security administrators sometimes deploy its components incorrectly,
or sometimes cannot see the broader picture and where the vCloud security products fit in. This book is
focused on solving those problems using VMware vCloud and the vCloud Networking and Security product
suite, which includes vShield App, vShield Endpoint, and vShield Data Security.

Ensuring the security and compliance of any applications, especially those that are business critical, is a
crucial step in your journey to the cloud. You will be introduced to security roles in VMware vCloud
Director, integration of LDAP Servers with vCloud, and security hardening of vCloud Director. We’ll then
walk through a hypervisor-based firewall that protects applications in the virtual datacenter from network-
based attacks. We’ll create access control policies based on logical constructs such as VMware vCenter
Server containers and VMware vShield security groups but not just physical constructs, such as IP addresses.
You’ll learn about the architecture of EPSEC and how to implement it. Finally, we will understand how to
define data security policies, run scans, and analyze results.

Approach

VMware vCloud Security provides the reader with in depth knowledge and practical exercises sufficient to
implement a secured private cloud using VMware vCloud Director and vCloud Networking and Security.

Who this book is for

This book is primarily for technical professionals with system administration and security administration
skills with significant VMware vCloud experience who want to learn about advanced concepts of vCloud
security and compliance.
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From reader reviews:

Antonia Parham:

A lot of people always spent their free time to vacation as well as go to the outside with them family
members or their friend. Were you aware? Many a lot of people spent these people free time just watching
TV, or even playing video games all day long. In order to try to find a new activity here is look different you
can read a book. It is really fun to suit your needs. If you enjoy the book that you just read you can spent all
day long to reading a guide. The book VMware vCloud Security it is extremely good to read. There are a lot
of people that recommended this book. We were holding enjoying reading this book. In case you did not
have enough space to develop this book you can buy often the e-book. You can m0ore simply to read this
book from a smart phone. The price is not too expensive but this book has high quality.

Anna Rangel:

Do you have something that you prefer such as book? The publication lovers usually prefer to pick book like
comic, brief story and the biggest the first is novel. Now, why not striving VMware vCloud Security that
give your fun preference will be satisfied by reading this book. Reading behavior all over the world can be
said as the opportunity for people to know world better then how they react towards the world. It can't be
mentioned constantly that reading routine only for the geeky person but for all of you who wants to always
be success person. So , for all of you who want to start looking at as your good habit, you may pick VMware
vCloud Security become your starter.

Michelle Shaw:

Is it anyone who having spare time subsequently spend it whole day by watching television programs or just
laying on the bed? Do you need something new? This VMware vCloud Security can be the solution, oh how
comes? It's a book you know. You are so out of date, spending your free time by reading in this fresh era is
common not a nerd activity. So what these guides have than the others?

Chester Brown:

Do you like reading a guide? Confuse to looking for your preferred book? Or your book had been rare? Why
so many concern for the book? But any people feel that they enjoy regarding reading. Some people likes
reading through, not only science book but also novel and VMware vCloud Security or even others sources
were given understanding for you. After you know how the great a book, you feel wish to read more and
more. Science reserve was created for teacher as well as students especially. Those ebooks are helping them
to add their knowledge. In different case, beside science reserve, any other book likes VMware vCloud
Security to make your spare time considerably more colorful. Many types of book like here.
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